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Abstract

We suggest a new approach to hypothesis testing for ergodic and stationary
processes. In contrast to standard methods, the suggested approach gives a
possibility to make tests, based on any lossless data compression method even
if the distribution law of the codeword lengths is not known. We apply this
approach to the following four problems: goodness-of-fit testing (or identity
testing), testing for independence, testing of serial independence and homo-
geneity testing and suggest nonparametric statistical tests for these problems.
It is important to note that practically used so-called archivers can be used for
suggested testing.

AMS subject classification: 60G10, 60J10, 62M02, 62M07, 94A29.
keywords universal coding, data compression, hypothesis testing, nonparametric
testing, Shannon entropy, stationary and ergodic source.

1 Introduction

Since Claude Shannon published his famous paper ” A mathematical theory of com-
munication” [36], the ideas and results of Information Theory have begun to play an
important role in cryptography [21, 37], mathematical statistics [1, 5, 20, 26], ergodic
theory [1, 2, 38] and many other fields [3, 4, 33] which are far from telecommunication.
The theory of universal coding, which is a part of Information Theory, also has been
efficiently applied to many fields since its discovery in [10, 18]. Thus, application of
results of universal coding, initiated in [29], created a new approach to prediction
[15, 23, 24].

In this paper we suggest a new approach to hypothesis testing, which is based
on ideas of universal coding. We would like to emphasize that, on the one hand, the
problem of hypothesis testing is considered in the framework of classical mathematical
statistics and, on the other hand, everyday methods of data compression (or archivers)
can be used as a tool for testing. It is important to note that the modern archivers are
based on deep theoretical results of the source coding theory (see, for ex., [8, 16, 19,
25, 35]) and have shown their high efficiency in practice as compressors of texts, DNA
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sequences and many other types of real data. In fact, universal codes and archivers
can find latent regularities of many kinds, that is why they look like a promising tool
for hypothesis testing.

1.1 The main idea of the suggested approach

Let us describe the main idea of the suggested approach using one particular problem
of hypothesis testing which is conceptually simple and yet is important for practise.
Namely, we consider a null hypothesis Hy that a given bit sequence z;...z; is generated
by a Bernoulli source with equal probabilities of 0 and 1 and the alternative hypothesis
H, that the sequence is generated by stationary and ergodic source, which differs from
the source under Hy. This problem is considered in [32] and is a particular case of
the goodness-of-fit testing ( or identity testing) described below, that is why we give
an informal solution only. Let ¢ be a universal code, ¢(z;...z;) be the encoded
sequence, l,(z1...x;) be the length of the word ¢(z;...x;) and a be the required level
of significance. Intuition suggests that the sequence cannot be compressed if Hy is
true, and vice versa, if the sequence can be compressed Hy should be rejected. The
corresponding formal test is as follows: if (¢t —l,(z1...2;)) > log(1/c), then Hy should
be rejected. (Here and below log = log,.) It will be proven below that the Type
I error of this test is equal to or less than « for any (uniquely decodable) code ¢,
whereas the Type II error goes to 0 for any universal code ¢, when the sequence
length ¢ grows.

Let us look at the described test in more details. It is well known that the average
codeword length of any code is not less than the sequence length t, if Hy is true.
Hence, if we define the codeword length of the best code as ly,(z;...z;), we can see
that lg,(x1...z;) = t. Now the scheme of the suggested test can be described as
follows: If g, (x1...21) — ly(21...2¢) < log(1l/cr) then Hy, otherwise Hy. We will apply
this scheme to all considered statistical problems, sometimes replacing the length
lg, (z1...¢;) with its lower bound (as a rule, such a lower bound will be based on
so-called empirical Shannon entropy).

1.2 Description of considered problems

We consider a stationary and ergodic source (or process), which generates elements
from some set (or alphabet) A (which can be either finite or infinite) and four problems
of statistical testing.

The first problem is the goodness-of-fit testing (or identity testing), which is de-
scribed as follows: a hypotheses H{¢ is that the source has a particular distribution
and the alternative hypothesis Hi¢ is that the sequence is generated by a stationary
and ergodic source which differs from the source under Hi?. One particular case, in
which the source alphabet A equals {0, 1} and the main hypothesis H{? is that a bit
sequence is generated by the Bernoulli source with equal probabilities of 0’s and 1’s,
was mentioned in Introduction.

The second problem is a generalization of the problem of nonparametric testing
for serial independence of time series. More precisely, we consider the two following



hypotheses: Hj is that the source is Markovian of order not larger than m, (m > 0),
and the alternative hypothesis H}! is that the sequence is generated by a stationary
and ergodic source which differs from the source under HS!. In particular, if m = 0,
this is the problem of testing for independence of time series.

The third problem is the independence testing. In this case it is assumed that
the source is Markovian, whose order is not larger than m, (m > 0), and the source
alphabet can be presented as a product of d,d > 2, alphabets Aj, A, ..., Ay (ie.
A =TIL, A;). The main hypothesis Hi" is that p(xmi1 = (i, - a3,)| T1...0) =
H?le(x%rl = a;;| T1...7y) for each (a;,...,a;,) € 1L, A;, where 41 = (a:ﬁ,llzrl,
e xfffll). The alternative hypothesis Hi"® is that the sequence is generated by a
Markovian source of order not larger than m, (m > 0), which differs from the source
under HiM.

In all three cases the testing should be based either on one sample x; ... x; or on
a several () independent samples z' =z} ...z, ... 2! =z} ...z} generated by the
source.

The fourth problem is the homogeneity testing. There are r samples z7 .. .x%l,
xi...x7, ..., xf ... 2] and it is assumed that they are generated by Markovian sources,
whose orders are not larger than m, (m > 0). The main hypothesis H™ is that all
samples are generated by one source, whereas the alternative hypothesis H™ is that
at least two samples are generated by different sources.

All four problems are well known in mathematical statistics and there is an exten-

sive literature dealing with their nonparametric testing, see for review, for example,
(12, 14].

1.3 Main results

We suggest statistical tests for all problems such that the Type I error is less than or
equal to a given a and the Type II error goes to zero, when the sample size grows.
However, there are some additional restrictions mainly concerned with the case of
infinite source alphabet. For this case all test are described for memoryless (or i.i.d.)
sources only. It is important to note that the suggested tests are based on universal
codes (and closely connected universal predictors), but the Type I error is less than
or equal to a given « for any code and, in particular, it is true for practically used
methods of data compressions (or archivers), that is why they can be used as a basis
for the tests.

1.4 Outline of the paper

The next section contains some necessary facts and definitions. The sections three
and four are devoted to description of the tests for the cases where alphabets are
finite and infinite, respectively. Some experimental results and simulation studies are
given in the section 5.

IFor a case of one sample and a finite alphabet A some of these problems were considered by the
authors in [31] and reports submitted to conferences.



We give a description of one particular universal code in Appendix 1, because
universal codes play a key role in this paper, but information about them is spread
between numerous papers and they are not widely presented in statistical literature
(in spite of the fact that universal codes have found different applications to some
classical problems of mathematical statistics, see, for ex.,[5]). Besides, the universal
code described in Appendix 1 is used for simulation study of serial independence
testing in the part 5. (On the other hand, this paper focuses on hypothesis testing,
that is why description of the universal codes and ideas behind them are put in the
appendix.)

The conclusion is intended to clarify the connection of the suggested approach
and briefly describe some possible generalizations of the described tests. All proofs
are given in Appendix 2.

2 Definitions and Auxiliary Results

2.1 Stochastic processes and the Shannon entropy

Now we briefly describe stochastic processes (or sources of information). Consider an
alphabet A, which can be either finite or infinite, and denote by A' and A* the set
of all words of length ¢ over A and the set of all finite words over A correspondingly
(A* = U2, AY). By M, (A) we denote the set of all stationary and ergodic sources,
which generate letters from A; see for definition, for ex., [2, 11] and let My(A) C
M (A) be the set of all i.i.d. processes. Let M, (A) C M (A) be the set of Markov
sources of order (or with memory, or connectivity) not larger than m, m > 0. In the
case of a finite alphabet A Markov processes will play a key role in this paper, that
is why we give a formal definition. By definition p € M,,(A) if

M(xt+1 = a’i1| Ty = Qjyy Tt—1 = Qigy -+ -5 Tpmmt1 = Qs - - ) (1)

= M(l‘t+1 = G4 | Ty = Qjy, Tp—1 = gy - - - T—mp41 = aim+1)

for all t > m and a;,,a;,,... € A. Let M*(A) = U2, M;(A) be the set of all finite-
order sources.

Let 7 be a stationary and ergodic source generating letters from a finite alphabet
A. The m— order (conditional) Shannon entropy and the limit Shannon entropy are
defined as follows:

h(T) = Z 7(v) Z 7(alv)logT(alv), hoo(T) = lim hy, (7). (2)

vEA™ acA

It is also known that for any m
hoo(T) < hun(7) | (3)
see [2, 11]. The well known Shannon-MacMillan-Breiman theorem states that

lim —log 7(xy...2)/t = heo(T) (4)

t—o00
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with probability 1, see [2, 11].

Let v =wvy...v; and x = z129 . .. 2; be words from A*. Denote the rate of a word v
occurring in the sequence x = 12y ... Tp , ToX3 ... Tho1, T3Tg -+ Thay -« oy Tpfil - - Ly
as v;(v). For example, if x = 000100 and v = 00, then v,(00) = 3. For any 0 < k <t
the empirical Shannon entropy of order k is defined as follows:

hx) = — Z 7z (v) Z vz (va) log v (va) | 5)

veAk (t—Fk) acA V3 (v) Uy (v)

where = = x1...24, U,(v) = Y,caVz(va). In particular, if & = 0, we obtain
B (2) = —t e va(0) log(vala) /1)

We extend these definitions to a case where a sample is presented as several
(independent) sequences &' = zi...x}, 2> = af .. .27, ..., " =z} ... 2] generated
by a source. (The point is that we cannot simply combine all samples into one, if the
source is not i.i.d.) We denote this sample by x! o x?¢... 02" and define t = 31_, ¢,
ValoaZo..0xr (V) = Soi_y Uyi (V). For example, if ! = 0010, 22 = 011, then v,1,,2(00) = 1.
Analogously to (5),

B! oo 0ar) = — Y e (V) o atouowr (00) ) Vatouowr(t0) g
il ) UEZA:k (t — kr) a€A Uglo..oar (V) Uato.car (V) o

where Ui oo (V) = Y aca Valo...car (VA).
For any sequence of words 2! = z}...zy, 2* = 27... 2}, ..., 2" =2} ...z} from
A* and any measure 6 we define f(z' o 2?0 ...02") = [[I_, 0(z").
We will use the following well known inequality, whose proof can be found in [11]:
For any two probability distributions p and q over some alphabet B the following

mequality
p(b)

p(b)log == >0 (7)
%:9 q(b)
18 valid with equality if and only if p = q.

The value Y5 p(b) log 2(—23 is often called Kullback-Leibler divergence.

The following property oE the empirical Shannon entropy will be used later.

Lemma. Let 0 be a measure from M,,(A),m >0, and x',..., 2" be words from
A*, whose lengths are not less than m. Then

0(1’1 o OJIT) < 27(t7rm) h;‘n(:plo...oxr)' (8)

2.2 Codes

A data compression method (or code) ¢ is defined as a set of mappings ¢, such
that ¢, : A" — {0,1}*, n = 1,2,... and for each pair of different words x,y € A"
©n(x) # @n(y). Tt is also required that each sequence @, (uq)@,(us)...on(u,), r > 1,
of encoded words from the set A™,n > 1, could be uniquely decoded into wuqus...u,.



Such codes are called uniquely decodable. For example, let A = {a,b}, the code
Y1 (a) = 0,11 (b) = 00, obviously, is not uniquely decodable. It is well known that if a
code ¢ is uniquely decodable then the lengths of the codewords satisfy the following
inequality (Kraft inequality): Y,ean 2719 < 1 see, for ex., [11]. (Here and below
|v| is the length of v, if v is a word and the number of elements of v if v is a set.) It
will be convenient to reformulate this property as follows:

Let ¢ be a uniquely decodable code over an alphabet A. Then for any integer n
there exists a measure p, on A™ such that

—log pip(u) < [o(u)| (9)

for any u from A™.

It is easy to see that it is true for the measure ,(u) = 271#WI/5, 40 2711 Tn
what follows we call uniquely decodable codes just ”codes”.

We suppose that any code is defined for each sequence of words z! ¢ 22 ¢ ... o 2!
(For example, any code ¢ can be extended to this case as follows: p(z! o 2?0 ... 02!
= p(a)p(@?)...p(a').)

There exist so-called universal codes. To introduce these codes we first recall
that (as it is known in Information Theory) sequences i ...z, generated by a
source p, can be ”"compressed” up to the length —logp(z...x;) bits; on the other
hand, for any source p there is no code ¥ for which the average codeword length
Yueat p(u)ip(u)] is less than —X,car p(u)logp(u). Universal codes can reach the
lower bound — log p(x;...x;) asymptotically for any stationary and ergodic source p
with probability 1.

A formal definition is as follows: A code ¢ is universal if for any stationary and
ergodic source p

lim ¢ (—log p(z1...7;) — |@(21...2)|) = 0 (10)

t—o00

with probability 1. So, informally speaking, universal codes estimate the probability
characteristics of the source p and use them for efficient ”compression”. One of the
first universal codes was described in [28], see also [29], and now there are many

efficient universal codes and universal predictors connected with them, see [13, 15,
24, 25, 30, 35].

3 Tests For A Finite Alphabet

3.1 Goodness-of-fit testing or identity testing

Now we consider the problem of testing the hypothesis Hi? that the source has a
particular distribution m,m € M, (A), against Hi? that the source is stationary and
ergodic and differs from 7. Let the required level of significance (or the Type I error)
be a, a € (0,1). We describe a statistical test which can be constructed based on any
code .

The main idea of the suggested test is quite natural: compress a sample T by
a code . If the length of the codeword |p(Z)| is significantly less than the value



—log m(z), then H{® should be rejected. The key observation is that the probability
of all rejected samples is quite small for any ¢, that is why the Type I error can be
made small. The formal description of the test is as follows:

Let there be a sample T presented by sequences x' = w1 ...xf, ..., o' =ab . . a},
generated independently by a source. The hypothesis Hi? is accepted if

—log7(Z) — |p(7)] < —loga. (11)

Otherwise, H{" is rejected. We denote this test by T %(A, ).

Theorem 1. i) For each distribution m,a € (0,1) and a code p, the Type I
error of the described test T;d(A,a) is not larger than « and i) if, in addition,
is a finite-order stationary and ergodic process over A® (i.e. m € M*(A)), ¢ is a
universal code then the Type II error of the test Téd(A, a) goes to 0 as the sample size

t(t=Y'_,t;) tends to infinity.

3.2 Testing of serial independence

- 1_ 1 1 1l l
Let there be a sample T presented by sequences x* = xy... 2, ..., T =y ...y, gen-

erated independently by a (unknown) source and let t = Y!_, #;. The main hypothesis
HET is that the source is Markovian, whose order is not greater than m, (m > 0),
and the alternative hypothesis Hy! is that the sample Z is generated by a station-
ary and ergodic source whose order is greater than m (i.e. the source belongs to
Mo (A)\M,,(A)). The suggested test is as follows.

Let ¢ be any code. By definition, the hypothesis H5' is accepted if

(t —ml) h, () — |o(Z)| < log(1/a), (12)

where o € (0,1). Otherwise, Hy' is rejected. We denote this test by T.2'(A, ).

Theorem 2. i) For any code ¢ the Type I error of the test TSI(A a) is less
than or equal to a,a € (0,1) and, i) if, in addition, ¢ is a unwersal code and the
sample size t tends to infinity, then the Type II error goes to 0.

3.3 Independence testing

Now we consider the problem of the independence testing for Markovian sources.
It is supposed that the source alphabet A is the Cartesian product of d alphabets
Ay, Ag e A =TI, A;, d > 2 and it is known a priori that the source belongs

to M, (A) for some known m,m > 0. We present each letter z as z = (zV), ..., 2(9),
where 209 € A;. The hypothesm Hd s that € M,,(A) is such a source that for
each a = (aW,...,aP) € TIL, 4; and each z;...x,, € A™ the following equality is
valid:
N(Im—i-l = (a’(l)7 sy @ )| Iy-- H 2 l) m)+1 = CL |.T1 I‘m) (13)
i=1

where, by definition, o
1O (@ = al i) = (14)



Z Z M($m+1 = (bl,...,bi_l,a,bi+1,...,bd)|£L‘1...ZL'm).
b1,...,bi71€H;;11 Aj bi+1a"'7bd€Hj=i+1 Aj
The hypothesis Hi" is that the equation (13) is not valid at least for one (), ... a(®)
€ Hle A; and zy..7, € A™.
Let us describe the test for hypotheses H{" and Hi"¢. Suppose that there is

a sample T presented as sequences x' = xi...x{, ..., x' = 2l .. .z} generated
independently by a source, where, in turn, any x{ = (mg(l),...,xf(d)). We define
t=Y!,t; and 7% = x}(k) . .xil(k)o R :vll(k) . xigk) for k=1,2,...,d.

Let ¢ be any code. By definition, the hypothesis H" is accepted if

d
>t =ml) hy(2®) = |p(7)| < log(1/a), (15)
k=1
€ (0,1). Otherwise, Hi" is rejected. We denote this test by T2"Y(A, a). First we
give an informal explanation of the main idea of the test. The Shannon entropy is
the lower bound of the compression ratio and the empirical entropy h* (z*)) is its
estimate. So, if Hi" is true, the sum ¢_, (t — m1) h*, (™)) is, on average, close to
the lower bound. Hence, if the length of a codeword of some code ¢ is significantly
less than the sum of the empirical entropies, it means that there is some dependence
between components, which is used for some additional compression. The following
theorem describes the properties of the suggested test.
Theorem 3. i) For any code ¢ the Type I error of the test T*(A, ) is less than
or equal to o, € (0,1), and i) if, in addition, ¢ is a universal code and t tends to
infinity, then the Type II error of the test Té”d(A, a) goes to 0.

3.4 Homogeneity testing

1 _ .1 1 2 _ 2 2 T T r
Let there be r samples 2! = 21 ... 2, , 2° =2f... 27, ..., 2" =27 ...2] , (r >2), and

it is assumed that they are generated by Markovian sources, whose orders are not
larger than m, (m > 0) and m is known a priory (i.e. the sources belong to M,,(A)).
The null hypothesis H™ is that all samples are generated by one source, whereas the
alternative hypothesis H'™ is that at least two samples are generated by different
sources.

Let us describe the test for hypotheses HI™ and H!™. Let ¢ be any code,
t= "t and a € (0,1). By definition, the hypothesis H}™ is accepted if

(t — mr)h (vt ox?o .. oa") —il lo(z")] < log(1/a). (16)

Otherwise, H}°™ is rejected. We denote this test by T;wm(A, a).

Theorem 4. i) For any code ¢ the Type I error of the test T;}"m(A,a) is less
than or equal to a, € (0,1) and i) if, in addition, ¢ is a universal code and the
sample size t goes to infinity in such a way that there exists a positive constant c for

which
c<t;/t (17)
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for each j, then the Type II error of the test T;“’m(A, a) goes to 0.

Let us give some comments concerning the constant c. In fact, the existence of such
a constant means that all samples are present and grow. Otherwise, some samples
could have a negligible length, say, 1 letter and, obviously, it would be difficult to
build a reasonable test for such a case.

The suggested test can be extended for a case where it is known beforehand that
some sequences (from z', 22, ... z") were generated by the same source. In this case
the same test can be applied, but the condition ii) can be weaken as follows: for each
source the inequality (17) must be valid for at least one sample.

4 Infinite Alphabet

In this part we consider the case where the source alphabet A is infinite, say, a
part of R". Our strategy is to use finite partitions of A and to consider hypothesis
corresponding to the partitions. The main problem of this approach is as follows: if
someone combines letters (or states) of a Markov chain, the chain order (or memory)
can increase. For example, if an alphabet contains three letters, there exists a Markov
chain of order one, such that combining two letters into one subset transfers the chain
into a process with infinite memory. On the other hand, the main part of results
described above is valid for finite-order processes. That is why in this part we will
consider i.i.d. processes only (i.e. processes from My(A)).

In order to avoid numerous repetitions, we will consider a general scheme, which
can be applied to all tests using notations H}, HY and TSON(A,a), where N is an
abbreviation of one of the described tests (i.e. id, SI, ind and hom.)

Let us give some definitions. Let A = Ay, ..., A; be a finite (measurable) partition
of A and let A(z) be an element of the partition A, which contains z € A. For any
process m we define a process my over a new alphabet A by equation

Ta(Xiy - Aiy) =7(21 € Niy, oo €N,

where x;...z;, € A*. (Such partitions are widely used in information theory; see, for
ex., [6, 7, 11] for a detailed description.)

We will consider an infinite sequence of partitions A = Ay, Ao, .... and say that such
a sequence discriminates between a pair of hypotheses H}(A), H} (A) about processes
from My(A), if for each process g, for which H} (A) is true, there exists a partition A;
for which Hy'(A;) is true for the process oa,. We also define a probability distribution
{w = w1, wsy, ...} on integers {1,2,...} by

wp=1—1/log3, ..., w; =1/log(i+1) —1/log(i +2), .... (18)

(In what follows we will use this distribution, but the theorem described below is
obviously true for any distribution with nonzero probabilities.)

Let HY(A), HX(A) be a pair of hypotheses, A = Ay, A, ... be a sequence of parti-
tions, a be from (0,1) and ¢ be a code. The scheme for all the tests is as follows:



The hypothesis Hy(A) is accepted if for all i = 1,2,3, ... the test Ty (A, (aw;))
accepts the hypothesis HY(A;). Otherwise, HY is rejected. We denote this test as
TS (M)

Comment. It is important to note that one does not need to check an infinite
number of inequalities when one applies this test. The point is that the hypothesis
HY(A) has to be accepted if the left part in (11), (12), (15) and (16), correspondingly,
is less than — log(aw;). Obviously, — log(aw;) goes to infinity if i increases. That is
why there are many cases, where it is enough to check a finite number of hypotheses
HY(A).

Theorem 5. i) For each o € (0,1), sequence of partitions A and a code @, the

A

Type I error of the described test sz(/\) is not larger than o and ii) if, in addition,

¢ is a universal code and A discriminates between HY(A), H(A)®, then the Type II
error of the test T?;W(A) goes to 0, when the sample size tends to infinity (in the case
of the homogeneity testing, in addition, the inequality (17) should be valid).

5 The Experiments

In this part we describe results of some experiments and a simulation study car-
ried out to estimate an efficiency of the suggested tests. The obtained results show
that the described tests as well as the suggested approach in general can be used in
applications.

5.1 Randomness testing

First we consider the problem of randomness testing, which is a particular case of
goodness-of-fit testing. Namely, we will consider a null hypothesis H} that a given bit
sequence is generated by Bernoulli source with equal probabilities of 0 and 1 and the
alternative hypothesis Hj* that the sequence is generated by a stationary and ergodic
source which differs from the source under H{'. This problem is important for random
number (RNG) and pseudorandom number generators (PRNG) testing and there are
many methods for randomness testing suggested in literature. Thus, recently National
Institute of Standards and Technology (NIST, USA) suggested ” A statistical test suite
for random and pseudorandom number generators for cryptographic applications”, see
[27].

We investigated linear congruent generators (LCG), which are defined by the
following equality

Xni1 = (Ax X, +C) mod M,

where X, is the n-th generated number [18]. Each such generator we will denote by
LCG(M, A, C, Xy), where X is the initial value of the generator. Such generators
are well studied and many of them are used in practice, see [17].

In our experiments we extract an eight-bit word from each generated X; using the
following algorithm. Firstly, the number p = | M /256 | was calculated and then each
X, was transformed into an 8-bit word X; as follows:
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X; = | X;/256] ifX; < 256p } (19)

X; = empty word ifX; > 256
Then a sequence was compressed by the archiver ACE v 1.2b (see http://www.winace.com/).

Experimental data about testing of three linear congruent generators is given in the
table 1.

Table 1: Pseudorandom number generators testing

parameters / length (bits) | 400 000 | 8 000 000
M,AC, X,

108 +1,23,0,47594118 390 240 | 7635936

231 216 1.3.0,1 extended | 7797984

232 134775813,1,0 extended | extended

So, we can see from the first line of the table that the 400000—bit sequence
generated by the LCG(10% + 1,23,0,47594118) and transformed according to (19),
was compressed to a 390240—bit sequence. (Here 400000 is the length of the sequence
after transformation.) If we take the level of significance o > 27979 and apply the test
T%({0,1},a), (¢ = ACE v 1.2b), the hypothesis H" should be rejected, see Theorem
1 and (11). Analogously, the second line of the table shows that the 8000000—bit
sequence generated by LCG(231, 21643 0, 1) cannot be considered random (H};! should
be rejected if the level of significance « is greater than 27202016)  On the other hand,
the suggested test accepts Hjj' for the sequences generated by the third generator,
because the lengths of the “compressed” sequences increased.

The obtained information corresponds to the known data about the considered
generators. Thus, it is shown in [17] that the first two generators are bad whereas
the third generator was investigated in [22] and is regarded as good. So, we can see
that the suggested testing is quite efficient.

In a recently published paper [32] the described method was applied for testing
random number and pseudorandom number generators and its efficiency was com-
pared with the mentioned methods from ”A statistical test suite for random and
pseudorandom number generators for cryptographic applications” [27]. The point is
that the tests from [27] are selected basing on comprehensive theoretical and experi-
mental analysis and can be considered as the state-of-the-art in randomness testing.
It turned out that the suggested tests, which were based on archivers RAR and ARJ,
were more powerful than many methods recommended by NIST in [27]; see [32] for
details.

5.2 Simulation study of serial independence testing

A selection of the simulation results concerning independence tests is presented in
this part. We generated binary sequences by the first order Markov source with
different probabilities (see table 2 below) and applied the test T.27({0,1},a) to test
the hypothesis Hy! that a given bit sequence is generated by Bernoulli source and
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the alternative hypothesis HY! that the sequence is generated by a stationary and
ergodic source which differs from the source under Hj".

We tried several different archivers and the universal code R described in Appendix
2. It turned out that the power of the code R is larger than the power of the tried
archivers, that is why we present results for the test T57({0, 1}, ), which is based on
this code, for @ = 0.01. The table 2 contains results of calculations.

Table 2: Serial independence testing for Markov source of order 6 ("rej” means re-
jected, "acc” - accepted. In all cases p(z;41 = 0lz; =1) =0.5)

probabilities / length (bits) | 2° | 21 | 216 | 218 1 923
p(ziy1 = 0lz; =0) = 0.8 rej | rej | rej | rej | rej
p(zi41 = 0lx; =0) = 0.6 acc | rej | rej | rej | rej
p(ziy1 = 0lz; = 0) = 0.55 acc | acc | rej | rej | rej
p(ziy1 = 0lz; = 0) = 0.525 acc | acc | acc | rej | rej
p(rir1 = 0|z; = 0) = 0.505 acc | acc | acc | acc | rej

We know that the source is Markovian and, hence, the hypothesis Hy! (that a
sequence is generated by Bernoulli source) is not true. The table shows how the value
of the Type II error depends on the sample size and the source probabilities.

The similar calculations were carried out for the Markov source of order 6. We
applied the test Tgl({O, 1}, a), @ = 0.01, for checking the hypothesis H5! that a given
bit sequence is generated by Markov source of order at most 5 and the alternative
hypothesis HY! that the sequence is generated by a stationary and ergodic source
which differs from the source under H5?. Again, we know that Hj' is not true and
the table 3 shows how the value of the Type II error depends on the sample size and
the source probabilities.

Table 3: Serial independence testing for Markov source of order 6. In all cases
p(xiy1 = 0| (X, ¢ 1) mod2 =1) = 0.5.

probabilities / length (bits) 214 | 918 1 920 | 923 [ 928
p(wipr = 0] (X2 zj) mod2 = 0) = 0.8 rej | rej | rej | rej | rej
p(zi1 = 0] (Z; _i_e%j) mod2 =0)=0.6 acc | rej | rej | rej | rej
p(zip = 0] (325 j=i- ¢T;) mod2 =0) = 0.55 acc | acc | rej | rej | rej
p(zip1 = 0] (325 =i 6T;) mod2 =0) = 0.525 acc | acc | acc | rej | rej
p(rip1 = 0] ()i ¢ ;) mod2 = 0) = 0.505 acc | acc | acc | acc | rej

6 Conclusion.

In this part we point out some generalizations of the suggested approach as well as
clarify the connection with some statistical methods.

Having taken into account the Kraft inequality (9), we can rewrite the goodness-
of-feet test (11) as follows:
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if ™(Z)/pne(Z) > o then Hy, otherwise Hy, (20)

where, as before, u,(7) = 271#@1/3, 40 271#WI ¢ is the sample size. Clearly, (20)
looks like the likelihood ratio test, which is one of the main statistical tools. Moreover,
all other tests can be presented in the same manner. Thus, if we denote 2~(¢=1m) hin (@)
from (12) by m, we can rewrite the serial independence test (12) in the same form
as (20). The same is true for the independence testing (15) and homogeneity testing
(16), if we denote by 7 the values 9= Lo (t= IR @®) g 9=(t —mr) by (e ox?o. 0xT)
correspondingly.

Now we use the representation (20) in order to extend the suggested tests to the
following more general case. Let there be several codes (or archivers) ¢y, ¢a, ..., ¢
and we want to build a test, which is based on all of them. In order to get such a
test, we define the ”"mixture” probability distribution and the mixture distribution of
codeword lengths by equalities

Y

pmia(T) = (27191 2712 @ a7 @l 1 i (2)] = — 10g pinia(T),

correspondingly. Obviously, the Kraft inequality (9) is valid for |@,,:| and, therefore,
|omiz| can be used in all suggested tests instead of |p|. In the case when the set
of codes 1, ws, ... is infinite, we can use some probability distribution 7 on the set
1,2,3,... and define fi;; and @] as follows:

lumm -f = ZT 2" |%(I)|> ’@mzx(j)‘ = _log ,umza:(i) (21)

(For example, the distribution w (18) can be used here as the distribution 7.)

It can be easily seen from the descriptions of the tests that their power is grater,
if the length of the codeword |¢(Z)| is less. That is why it is natural to look for a
code p; whose length is minimal. First of all we can find such a code p; that

—log (15 27199@1) = min (—log (; 27 1#@1y). (22)
Having taken into account (21), we can see that

—log (75 2*\%(5&)\) < ygpmm(j”.

If we denote by ., the code, whose codeword length [, (Z)| = — log (75 271#s@))
for each Z, the later inequality shows that |©,.m(Z)| < |@miz(Z)| for any sample z,
and, hence, the power of the tests based on the code ¢,,,, is not less than the power
of the tests based on the code ¢,

It is worth noting that codes ¢, and @, (and corresponding distributions,
which based on the Kraft inequality (9)), were applied for constructing optimal uni-
versal codes and predictors in [28, 29] and later both constructions were used in
mathematical statistics and related fields under different names (aggregating strat-
egy, weighted majority algorithms, etc.).
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One of the reason of a popularity of both constructions is their asymptotical
optimality. Thus, in case of hypothesis testing, the codes ¢, and @, give, in a
certain sense, the most powerful (asymptotically) tests. Indeed, if we suppose that
the family of codes @1, o, ... contains a code @, whose codeword length (|¢op(Z)])
is minimal (say, with probability 1,when the sample size increases), we can see from
the definitions @iy and @ that [@mi ()] < @ ()| + const and [@mm(Z)] <
|opt (T)| + const, where const = — log7,,. On the other hand, for any processes
(whose entropy is larger than zero), the codeword length |@,,:(Z)| goes to infinity, if
the sample size (| Z|) increases and, hence, the impact of const decreases.

7 Appendix 1. Predictors and Universal Codes

Let a source generate a message =1 ...T; 1% ..., v; € A for all i. After the first ¢ let-
ters xy, ..., xy_1, x; have been processed the following letter x;, 1 needs to be predicted.
By definition, the prediction is the set of non-negative numbers ~y(ai|xy - - x¢),- -,
v(an|xy - - - x;) which are estimates of the unknown conditional probabilities p(ay |z - - - xy),
o, plag|zy - - - xy), i.e. of the probabilities p(zy1 = a;|zy - xy); i =1, n.
Laplace suggested the following predictor:

Lo(alzy---20) = (Vayow (@) + 1)/ ( + [A]), (23)

see [9]. (We use Ly here in order to show that it is intended to predict sources
from My(A). Later this predictor will be extended to M;(A), ¢ > 0.) For example,
it A ={0,1}, zy...z5 = 01010, then the Laplace prediction is as follows: Lg(xg =
0/01010) = (3+1)/(5+2) =4/7, Lo(xg = 1|01010) = (2+1)/(5 + 2) = 3/7.

It is natural to estimate the error of prediction by the the Kullback-Leibler (K-L)
divergence between a distribution p and its estimation. Consider a source p and a
predictor v. The error is characterized by the divergence

alxri---x
prp(T1 - 3e) = Zp(a\xr--xt)logw

h y(aly @) 24

As we mentioned above, for any distributions p and + the K-L divergence is nonneg-
ative and equals 0 if and only if p(z) = y(x) for all z. For fixed ¢, r,, is a random

variable, because x1,xs, - - -, x; are random variables. We define the average error at
time t by
‘Pl =E (rp() = D2 plar2) pyplen---a0). (25)
PPl ~,p pP\T1 t) Py,p\T1 t
T1--x EAL

It is shown in [30] that the error of Laplace predictor goes to 0 for any i.i.d. source
p. More precisely, it is proven that

r'(pllLo) < (1A = 1)/(t + 1) (26)

for any source p; ( see also [34]).
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For any predictor v we define the corresponding probability measure by

t

Y(zy.xy) = H Y(@i| @y - xiq). (27)

i=1

For example, the Laplace measure Ly of the word z;...x; = 0101 is as follows:

Ly(0101) = 3532 = 5. By analogy with (24) and (25) we define
Pyp(X1...y) = ¢! (log(p(zy...x¢) /y(x1...2)) (28)
and
p(v,p)=t"" Z p(xy...2¢) log(p(1...20) [y (@1...221)). (29)
xl...xteAt

For example, from those definitions and (26) we obtain the following estimation for
Laplace predictor Ly and any i.i.d. source p:

pi(Lo,p) < (logt + ) /t, (30)

where ¢ is a constant.

The average error (29) has three interesting characteristics. Firstly, it can be
easily seen from (24), (25) and (29) that p;(v, p) is the average error of the predictor
~v when it is applied to the process p :

pe(v,p) =t > P (l).

Jj=1

Secondly, having taken into account the definition of the Shannon entropy (2), we
can easily see that for p € My(A)

pi(v,p) =t E,(=logy(x1...7;)) — ho(p). (31)

The third characteristic is connected with the theory of universal coding. One can
construct a code with codelength veoqe(a|zy - - - ) &~ —log, y(alxy - - - x,,) for any letter
a € A (since Shannon’s original research, it has been well known, cf. e.g. [11], that,
using block codes with large block length or more modern methods of arithmetic
coding, the approximation may be as accurate as you like). If one knows the real
distribution p, one can base coding on the true distribution p and not on the prediction
~. The difference in performance measured by average code length is given by

Z;lp(alafl o) (= logy y(alzy - - ) — Z;lp(a\xl - ay)(—logy plalay - - 24))

p(alxl...xt)
= plalxy---xy)logy ———=.
aez;x Bl 2) 2 y(alwy - )

Thus this excess, it is exactly the error (24) defined above. Analogously, if we
encode the sequence z7...x; based on a predictor v the redundancy per letter is
defined by (28) and (29). So, from mathematical point of view the universal prediction
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and universal coding are identical. But — log~y(z;...x;) and — logp(z;...x;) have a
very natural interpretation. The first value is a code word length (in bits), if the
"code” ~ is applied for compressing of the word x;...z; and the second one is the
minimally possible codeword length. The difference is the redundancy of the code
and, at the same time, the error of the predictor. It is worth noting that there are
many other deep interrelations between universal coding, prediction and estimation,
see [25, 29).

As we saw in (30), the average error of the Laplace predictor is upper bounded
by (JA| — 1)(logt + O(1))/(t + 1), when ¢ grows. Krichevsky suggested the predictor
Ko(alzy - xy) = (Vayoow, (@) +1/2) /(t+]A|/2) and showed that the error of this predic-
tor is asymptotically less: p;(Ko, p) is upper bounded by (|A| — 1)(logt+ O(1))/(2t).
Moreover, he showed that this predictor is asymptotically optimal in the sense that
for any other predictor y there exists a source p for which the error p;(7, p) is not less
than (JA| — 1)(logt + O(1))/(2t), see [19].

From definitions (23) and (27) we can see that the Laplace predictor ascribes the
following probabilities:

ﬁ pyaioa () + 1 - [aca(Vay..2:(a))! , (32)
i1 1= 1+]A] ((t+[Al=DH/(A] = 1)!
Analogously, for Ky we obtain
o (1) 4172 TeaT2 (G — 1/2
Ko(roz) = [ Loz () + U2 ThealLA ™06 = 1/2) o)

o i—1+lAl2 izo(i +141/2)

The following simple example shows the difference between the predictors: If A =
{0,1} and z; ...z, = 0101, then Ly and K ascribe the probabilities 3332 = 35 and
%i% = 1*%, correspondingly.

The product (r+1/2)((r4+1)+1/2)...(s—1/2) can be presented as a ratio Eg‘:ﬁg;,
where I'() is the gamma function (see for definition, for ex., [17] ). So, (33) can be
presented as follows:

3
8

F(‘A|/2) HaeA F<V11‘..It(a) + 1/2) )

(34)
As we mentioned above the average error of the Krichevsky predictor is asymptotically
minimal. That is why we will focus our attention on this predictor and, for the sake
of completeness, we prove an upper bound for its error.

Claim 1. For any stationary and ergodic source generating letters from a finite
alphabet A the average error of Ky is upper bounded as follows:

—t7 " p(wr..x) log(Ko(z1...m)) — ho(p) < ((JA] — 1) logt + C)/(2t),

1.2t €At

where C' is a constant.
Proof is given in the Appendix 2.
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Comment. In particular, if the source is i.i.d., the average error is less than
((JA| —1)logt + C)/(2t); see (31).

We indicated that extensions of both predictors to cover the general Markov case
are possible. We take this up now. The trick is to view a Markov source p € M,,(A)
as resulting from |A|™ i.i.d. sources. We illustrate this idea by an example from
[34]. So assume that A = {O, I}, m = 2 and assume that the source p € My(A) has
generated the sequence

OOIOIIOOIIIOIO.

We represent this sequence by the following four subsequences:
sk Lok okosk ok k] k k kok,

sk ok kO x [k *xx I xx %O,
SRRV EEIOEEEEY N
s xkkk kO xxx [O x %,

These four subsequences contain letters which follow OO, OI, IO and I1, respectively.
By definition, p € M,,(A) if p(a|zy - - - x;) = pa|ri—pmi1 - - 2¢), for all 0 < m < ¢, all
a € A and all z;---2; € A". Therefore, each of the four generated subsequences
may be considered to be generated by a Bernoulli source. Further, it is possible to
reconstruct the original sequence if we know the four (= |A|™) subsequences and the
two (= m) first letters of the original sequence.

Any predictor v for i.i.d. sources can be applied for Markov sources. Indeed, in or-
der to predict, it is enough to store in the memory |A|™ sequences, one corresponding
to each word in A™. Thus, in the example, the letter 3 which follows OO is predicted
based on the Bernoulli method v corresponding to the zjz5- subsequence (= OO),
then x4 is predicted based on the Bernoulli method corresponding to zsx3, i.e. to the
O1- subsequence, and so forth. When this scheme is applied along with either Lg or K
we denote the obtained predictors as L,, and K,,, correspondingly and define the prob-
abilities for the first m letters as follows: L, (z1) = Lp(x2) = ... Lp(zm) = 1/|A],
Kp(x1) = Kp(xg) = ... Kpp(x,) = 1/]A].

Having taken into account (32) and (34), we can present the Laplace and Krichevsky
predictors for M,,(A) as follows:

1 [1,c4(ve(va))! .
map Hoeam rrstapnyqamoe HE>m
ﬁ’ ift<m;

L (L4 yiap o [T.cs C@a(va)+1/2)

[A]™ AT(1/2)lA] (T (72 (0)HA]/2))  * iftt>m

where 7, (v) = Y qca va(va), v = 1.2
We have seen that any source from M,,(A) can be presented as a "sum” of |A|™
an i.i.d. sources. From this we can easily see that the error of a predictor for the
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source from M,,(A) can be upper bounded by the error of i.i.d. source multiplied by
|A|™. In particular, we obtain from Claim 1 the following upper bound.

Claim 2. For any stationary and ergodic source generated letters from a finite
alphabet A the average error of the Krichevsky predictor K, is upper bounded as
follows:

—t7 > plereay) log(Kp(z1...20)) — hi(p) < JA|™((JA| — 1) logt + C)/(2t),

1.2t €At

where C' is a constant.
Now we can describe the universal predictor R and code Ryq. from [28, 29]. By
definition,

R(xl...xt) = Z Wi+1 Ki(xl...xt),
=0

R(z¢| xq...x4—1) = R(xy..2¢) /R(x1...241)

and |Reoge(71...)| = —log R(x1...x;). It is worth noting that this construction can
be applied to the Laplace predictor (if we use L; instead of K;) and any other family
of predictors (or codes).

Claim 3. Let the predictor R be applied to a source p. Then, for any stationary
and ergodic source p € My (A) the error (29) of the predictor R goes to 0, when the
sample size t goes to oo.

Proof can be derived from Claim 2 and the properties of the Shannon entropy.
Indeed, we can see from the definition of R and Claim 2 that the average error is
upper bounded as follows:

— ¢! Z p(zy...xy) log(R(xq...x)) — hi(p)

xl...xteAt

< (|A[F(1A] = 1) logt + log(1/w;) + C)/(2t),

for any £ = 0,1,2,.... Taking into account that for any p € M (A) limg_. he(p) =
hoo(p), we can see that

(im ¢=" > plar...xs) log(R(z1...24)) — hoo(p)) = 0.

t—o00
T1...c¢ €At

The main property of the universal codes (10) is also true for R..q and can be easily
derived from Claim 3 using standard techniques of ergodic theory.

8 Appendix 2. Proofs

Proof of the Lemma. First we show that for any source 0* € My(A) and any words
i x%...x%l, v XN =2y

0*(I1 L O IT) - H (9*<a))yzlo.”ozr(a)

a€A
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< T (Waton onr (@) /1) tomear (@) (37)

a€A

where ¢t = Y7_, t;. Here the equality holds, because 6* € My(A) . The inequality
follows from (7). Indeed, if p(a) = V414 opr(a)/t and g(a) = 0*(a), then

Z Vxlo...omr<a) lOg (Vxlo...oxr(a)/t) Z 0.
oy t 0*(a)
From the latter inequality we obtain (37). Taking into account the definition (6) and
(37), we can see that the statement of Lemma is true for this particular case.
Forany § € M,,(A)and x = x1...x5, s > m, we present 0(zy ...xs) as 0(zy ... x5) =
O(xq ... xm) [Tucam [aca 0(a] u)= (ua) , where 6(z1 ... x,,) is the limit probability of the
word ... x,. Hence, O(x;...xy) < [Tucam HaeA 0(alu)¥=®) . Taking into account
the inequality (37), we obtaln [Taca 0(a] u)=(e) < HaeA(yx(ua)/Dx( ))7=(e) for any

word u. Hence,
0rr...z) < I T 6(a] u)=

UuEA™ a€A

H H (ve(ua) /vy ( ))”x(““

ueAm acA

If we apply those inequalities to f(x! o ... o 27), we immediately obtain the following

inequalities
b(a’ )< TT T O(alu)=reear ) <
u€EA™ g€ A
H H (Vzlo...omf‘(UG)/ﬁmlomorr(u))”zlo.‘.ozr(“a)'

u€EA™ acA

Now the statement of the Lemma follows from the definition (6).

Proof of Theorem 1. In order to avoid cumbersome notations we first consider a
case where the sample 7 is one sequence z...z; and then note how the proof can be
extended for the general case. Let Cy, be a critical set of the test T)%(A4, a), i.e., by
definition, C,, = {u: u € A" & —logm(u) — |p(u )| > —loga}. Let p, be a measure
for which (9) is true. We define an auxiliary set C\, = {u : — log m(u) — (— log p,,(u))
> —loga}. We have 1 > 3 & pg(u) > ZuEC‘ m(u)/a = (1/a)w(Cy). (Here the
second inequality follows from the definition of Ca, whereas all others are obvious.)
So, we obtain that w(C,) < . From definitions of Cy, Cy and (9) we immediately
obtain that C,, D C,,. Thus, 7(Cy) < a. By definition, 7(C,) is the value of the Type
I error. The first statement of the theorem 1 is proven.

Let us prove the second statement of the theorem. Suppose that the hypothesis
Hi4(A) is true. That is, the sequence z; ..., is generated by some stationary and
ergodic source 7 and 7 # 7. Our strategy is to show that

lim —logm(zy...2¢) — |p(z1...24)] = 00 (38)

t—00
with probability 1 (according to the measure 7). First we represent (38) as
—logm(xy...x) — |p(zy ... 2)|
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_ t(llog T(x1 ... 24)

t oy " 1(_10&3;7(‘%1 @) = (@ z)])).

From this equality and the property of a universal code (10) we obtain

1 7m(xy...2y)

—logm(zy...2) — |p(z1...20)| =1 (g log o p— + o(1)). (39)
From (2) — (4) we can see that
lim —log7(xy...2¢)/t < hy(T) (40)

t—o0

for any k& > 0 (with probability 1). It is supposed that the process 7 has a finite
memory, i.e. belongs to My(A) for some s. Having taken into account the definition
of Mg(A) (1), we obtain the following representation:

t
—logm(zy...2p)/t = =t logm(w;| @1 ... 2i-1)
i=1

k ¢
=t logm(wi| w1 ... xi) + Y logm(wi| ik ... 1))
i—1 i=k+1

for any k > s. According to the ergodic theorem there exists a limit

t
tli)rgo 1 Z log (| @i—g ... xi—1),
i=k+1

which is equal to hg(7), see [2, 11]. So, from the two latter equalities we can see that

lim (—log (21 ...2¢))/t = — > 7(v) > 7(a]v)logm(a|v).

t—o00
vEAF acA

Taking into account this equality, (40) and (39), we can see that

—logm(zy...x¢) — |p(x1...x)| >t ( Z 7(v) Z 7(a|v)log(T(a|v)/m(alv))) + o(t)

vEAR a€A

for any £ > s. From this inequality and (7) we can obtain that —logm(zy...x;) —
lo(x1...2¢)| > ct+ o(t), where ¢ is a positive constant, t — oco. Hence, (38) is true.

Let us consider a case where T is a sequence ' = zj..x, ..., 2! = 2f..z} (ie
T =x'o...0x"). The proof of the first statement of the theorem is analogical and
can be simply repeated for this case. In order to prove the second statement we
note that the length of at least one sequence x' goes to infinity and, hence, the
equality (38) is true for that sequence, whereas for all other sequences the differences
log m(x7) — |p(27)] are either bounded or go to infinity. The theorem is proven.

Proof of Theorem 2.

We only consider a case where the sample T is one sequence xi...xr;, because
the general case is analogical, but requires cumbersome notations. Let us denote
the critical set of the test TfI(A, a) as C,, i.e., by definition, C, = {z1...2; :
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(t—m)h (z1...2)— |p(x1...2¢)]) > log(1/a)}. From (9) we can see that there exists
such a measure p, that —log p,(z1...2;) < |p(x1...24)| . We also define

Co={a1...0p: (t—m)h(z1...2) — (= log puy(z1...20)) ) > log(1/a)}.  (41)

Obviously, C, D C,. Let 6 be any source from M,,(A). The following chain of equal-
ities and inequalities is true:

12 u,(Co) = > pplar...a)

.Z’1...CCtEéa

>at Y ot=mhm (@1t) > =1 S Oz my) = 0(Cy).
x1...xt€éa 331...27,5600

(Here both equalities and the first inequality are obvious, the second and the third
inequalities follow from (41) and the Lemma, correspondingly.) So, we obtain that
H(Oa) < « for any source 0 € M,,(A). Taking into account that C., > C,, where C,
is the critical set of the test, we can see that the probability of the Type I error is
not greater than «a. The first statement of the theorem is proven.

The proof of the second statement will be based on some results of Information
Theory. We obtain from (10) and (4) that for any stationary and ergodic p

lim ¢ (1) = B () (42)
with probability 1. It can be seen from (5) that A}, is an estimate for the m—order
Shannon entropy (2). Applying the ergodic theorem we obtain lim;_,o hY, (21 ... 2¢) =
hm(p) with probability 1; see [2, 11]. It is known in Information Theory that h,, (o) —
hoo(0) > 0, if o belongs to My, (A)\ M,,(A), see [2, 11]. It is supposed that HT(A) is
true, i.e. the considered process belongs to My (A) \ M,,(A). So, from (42) and the
last equality we obtain that lim; . ((t — m) b}, (21 ... 2:) — |@(21...2¢)|) = oo. This
proves the second statement of the theorem.

Proof of Theorem 3. As before, we only consider a case where the sample Z
is one sequence x...x;, because the general case is analogical. Let C, be a crltlcal
set of the test, i.e., by definition, C, = {(x1,...,2) : 2%, (t — )h*( : xg))
—|(z1...2¢)| > log(1/a)}. There exists a measure pu,, for which (9) is valid. Hence,

d . .
Co C O ={(w1, oy ay) Y (= 272y —log(1/ (a1, ..., z) > log(1/a)}.

=1
(43)
Let 6 be any measure from M,,(A). Then

1> p,(Co)>a™t H2 (b= @7 2%),

Having taken into account the Lemma, we obtain

1> p,(Ch) = Z H‘gl



It is supposed that Hi"® is true and, hence, (13) is valid. So, from the latter inequal-
ities we can see that 1> u,(Cy) > 3, .ecx 0(71, ..., 7). Taking into account that

-----

> wn,ziecs 0(x1, ., 1) = 0(Cy) and (43), we obtain that 6(C,) < a. So, the first
statement of the theorem is proven.

We give a short scheme of the proof of the second statement of the theorem,
because it is based on well-known facts of Information Theory. It is known that
B (1) — X%, b (1) = 0 if H{™ is true and this difference is negative under Hi"?. A
universal code compresses a sequence till th,, () (Informally, it uses dependence for
the better compression.) That is why the difference (30, by (p?) — t hun(pt)) goes to
infinity, when ¢ increases and, hence, Hi" will be rejected.

Proof of Theorem 4. For short, we consider a case of two samples and i.i.d.
sources (i.e. m = 0), because a generalization is obvious. So, there are two samples
o' = zi..2; and 2% = 2.2} generated by sources from My(A). As before, let C,
be a critical set of the test, i.e., by definition, C,, = {(z,2?) : (t; +t3) ho(z! o 2?) —
(Je(ah)| + |e(z?)]) > log(1/a)}. There exists a measure u, for which (9) is valid.
S0, Co D Ci = {(a%,0%) ¢ (b +t2) his(a o 22) — (log(1/pp(a)) + log(1/1,(a?)))
> log(1/a)}. Let us suppose that H*™ is true. It means that (x!,2?) are created by
some source § € My(A). Having taken into account the definition of the set C' and
Lemma, we obtain the following chain of inequalities:

12> py(Cy) = Z Mw(xl oa?) >

(zt,22)eCy

ot Y grhERillent) 5 Nt g(al 6?) = 0(CL).

(z1,22)eCy, (z1,2?)eCy,

Hence, 0(C?) < « and, taking into account that the critical set C, C C?, we finish
the proof of the first statement of the theorem.

Let us suppose that H™ is true, i.e. the samples x!, 22 are generated by different
sources 61, 0, correspondingly. For any v € (0,1) we define 6, = v6; + (1 — v)6 and
let

2

0= We[igllf—c]< ho(05) = (ho(61) + ho(62)) ) , (44)
where ¢ is defined in (17). Due to the Jensen inequality for the Shannon entropy, we
can easily see that 6 > 0. Having taken into account the definition of a universal code
and ergodicity of 61,0y we obtain that

t1 to

(tr +t2)hg(zt 0 2®) — ([p(a")] + p(a?)]) = (t +t2) (ho(t1 n t291 T t2‘92) -

tl tg
———ho(01) + ——ho(0 t +t
(g 060 + - ho(02)) ) + o(ts + t2),

(with probability 1), if (t; + t2) — oo. Taking into account the definition (44) and
(17) we obtain from the last equality that

(t + t2) by (' o 2®) — (Jo(z)| + le(x®)]) > 6 (t1 + t2) + oty + t2).
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Hence, the difference

(1 +t2)hi(zt 0 2%) — (lp(ah)] + [o(a?)])

goes to infinity and the second statement of the theorem is proven.
Proof of Theorem 5. The following chain proves the first statement of the theorem:

Pr{H(A) isrejected /Hyistrue} =

Pr{U{HSz(Ai) is rejected /Hyis true} } <

ZPT{HN ) /Hoistrue} < Z aw;) = a.
=1

(Here both inequalities follow from the description of the test, whereas the last equal-
ity follows from (18).)

The second statement also follows from the description of the test. Indeed, let
a sample be created by a source o, for which H;(A)® is true. It is supposed that
the sequence of partitions A discriminates between HX(A), HY(A). By definition, it
means that there exists j for which H}(A;) is true for the process ga,. It immediately
follows from Theorem 1-4 that the Type II error of the test T :j(Aj, aw;) goes to 0,
when the sample size tends to infinity.

Proof of Claim 1. From (34) we obtain:

F(|‘A|/2) HaeA F<Vx1-..xt (a’) + 1/2))
L(1/2)M4 I((t+1A[/2)

—log Ko(z1...t;) = — log(

= c1 + | Al +1og T(t + |A]/2) = D TV (@) + 1/2),

a€A

where c1, ¢y are constants. Now we use the well known Stirling formula
Inl'(s) =Inv2r+ (s —1/2)Ins — s+ 0/12,

where 6 € (0, 1), see, for ex., [17]. Using this formula we rewrite the previous equality
as

—log Ko(z == Viyw(a) 108V, 0y (@) /1) + (JA] — 1) logt/2 4 & + & Al

acA

where ¢, ¢y are constants. Having taken into account the definition of the empirical
entropy (5), we obtain

—log Ko(xq...x) < thj(xy...x) + (JA] — 1) logt/2 + c|Al.
Hence,

> plwr ... xy)(—log(Ko(z1...2)))

$1...xt€At
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<t( >, plar...x)hi(zr...x) + (JA] — 1) log t/2 + c|Al.

Il...$tEAt

Having taken into account the definition (5), we apply the well known Jensen inequal-
ity for the concave function —z log z and obtain the following inequality:

Z p(xy .. xp)(—log(Ko(zy...10)) <

T1... Tt €At

—t( Z p(1 ... 2)((Vay. 2 (a) /1)) log Z p(y .. ) (Vay 2 (@) JO)+(|A]=1) log t /24| Al.

T1...T¢ €At T1...c: €At

The source p is stationary and ergodic, so the average frequency >, ,.cat D(Z1 ... T¢) Vg, o ()
is equal to p(a) for any a € A and we obtain from two last formulas the following
inequality:

> par .. x)(—log(Ko(xr...x)) < tho(p) + (JA| — 1)logt/2 + c| A

1.2t €At

( where ho(p) = — X 4eap(a)logp(a) is the Shannon entropy). Claim 1 is proven.
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